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Alternate Access Mappings

In my opinion, this is another area within SharePoint which needs a good guide to how it works and
how to configure it. Again, not to explain all about the inner workings of AAM, Host Headers, link
translations, reverse proxies and so on, but a good, clean guide to how it is done in real life.

| got a lot of good feedback on my Final Kerberos guide, this gave me the idea of trying to cover yet
another area that is a bit ‘sticky’ in SharePoint and make it simple to understand, Alternate Access
Mappings. After you have finished this guide, or only parts of it, you will hopefully grasp the
functionality of Alternate Access Mappings and what it’s all about.

First | have added a checklist of things that must be done in order for any AAM to work, this can be
used if you are comfortable with the steps. Second, a simple enough explanation as to how you
should look at the Alternate Access Mappings table, it’s not really that hard once you get the hang of
it. After that | have added a few scenarios that hopefully will cover most real life circumstances that
you can encounter out there. Lastly all the scenarios are added in PowerShell, the steps line by line.
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Checklist

Item

Web Application +
Site Collection
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Description

A Web Application must exist with at least one Site Collection or it
can’t be accessed. The site collection is not a requirement to setup

AAM but in order to verify functionality like in this guide, it must
exist.

The selected URL to be used, must be resolved to an IP address,
using DNS or the local Hosts file. This is true for Internal URL and
Public URL both.

Special circumstances like the use of a Load Balancer and more
than one Web Server does apply. This guide does not cover that in
this version.

Name resolution

An Alternate Access Mapping must be added in SharePoint. An
Internal URL must exist and be mapped to a Public URL using its
zone.

This will make sure that link translation is managed by SharePoint,
as is the only recommended method for link translation.

This can be done using Central Administration or PowerShell

Alternate Access Mapping

Site Binding to Host Header. | A binding on the IIS web site must be added same as the Alternate
This is not handled by SharePoint | Access Mapping. Since SharePoint doesn’t add a binding when a
AAM is created, you must do this as a separate step, before or after
creating the Alternate Access Mapping in SharePoint.
This can be done using Central Administration or PowerShell

Access the site using the Internal URL added, this should load the
site and redirect/transform the URL to the proper Public URL.
This can be done using a supported browser of choice, preferable
Internet Explorer.

Verify access +
functionality

With all the steps in the checklist completed correctly, you will have configured Alternate Access
Mappings correctly and can access your sites using a new name or URL.

The Basics section in this document will describe the functionality of Alternate Access Mappings in
theory, and the 4 different scenarios will show you how to do it all, step by step.

Good Luck

Thomas Balkestahl
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Basics

Explains how you should look at Alternate Access Mapping — left to right.

Left area Internal URL’s
Right area Public URL’s with a zone
Middle area Zones, is what connects Internal URL’s to Public URL's, many to one.

An ‘Internal URL’ redirects or transforms to a Public URL, from left, to right. The URL on the left, is
what you enter in the address field in your browser, the URL on the right is what you will see once
there, this goes for visible and invisible links as well.

Internal URL format: Protocol + URL

A ‘Public URL’ is the address of the Web Application for one of the five zones available. The ‘Default’
must be filled out and the other four are optional. You can only have five Public URL’s per Web
Application. Public URL format: Protocol + URL

A “Zone is a label representing a Public URL, the zone is used to ‘connect’ an Internal URL to a Public
URL. The zone names has no relation what so ever with the four Internet Explorer security zones
(Internet, Local Intranet, Trusted sites and Restricted sites) and could just as easily been named
1,2,3,4 and 5. A zone can also represent an authentication provider.

Zones: Default, Intranet, Internet, Custom, Extranet

Example:

Internal URL Internal URL zone Public URL zone Public URL
http://blksthl-sp1 Default Default http://blksthl-sp1
http://sharepoint Default
http://intranetportal Intranet Intranet http://intranetportal
https://portal.balkestahl.se Internet Internet https://portal.balkestahl.se
http://portal.balkestahl.se Internet

Custom Not used

Extranet Not used

Note: Based on the ‘Zone’ selected for every ‘Internal URL’, they will be connected to a ‘Public URL".
From left —to right...

Translated to SharePoint GUI, this same setup would look like this:

Internal URL Zone Public URL for Zone
http://sharepoint Default http://blksthl-sp1
http://blksthl-sp1 Default http://blksthl-sp1
http:/fintranetportal Intranet http:/fintranetportal
https://portal.balkestahl.se Internet https://portal.balkestahl.se
http://portal.balkestahl.ze Internet https://portal.balkestahl.se

Note: Filtered on this Web Applications Alternate Access Mapping Collection only.
Same Alternate Access Mappings as in the Example table above
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You will see that if you click on any of the ‘Internal URLs’ that you can select zone, and with the zone,
the Public URL it will be connected to:

Edit Internal URL
URL protocol, host and port

Change the zone that this URL is assodated with, |http:.-l’,-"intranetp0r‘ta|.-"

Zone

Delete OK | Cancel

In addition to the actual Alternate Access Mapping in SharePoint Central Administration, you also
have to add a Binding in 1IS, contrary to what many believe, SharePoint does not do that for you so
you have to do it manually.

Steps on how to do that is added to every scenario in this guide.

The example above would show up in 1IS Bindings like this:

Site Bindings 2 | |

Type | Hosk Name: | Part | IP Address | Binding add...
http blksthl-sp1 30 *
http intranetportal a0 * Ll
hikk i *

p sharepoint a0 . |
https 443 *
http partal.balkestahl.se 80 i Browse |
< I i

Close |

As you can see, the https binding does not show up as a hostname, the hostname is determined by
the name configured in certificate used when adding that binding.

Add Site Binding EHE3 |

Type: IP address; Park:
Ihttps j |.ﬁ.ll Unassigned j |443
Haosk narne:

S5L certificate:

Isharepuint.corp.balkestahl.se j Wiew. I

[o]'4 | Cancel I
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DNS

Since we are just starting up and we have just installed the SharePoint server and created a web
application, only using the server name as URL, we need to add the more user friendly URL we want
to use in DNS. In this scenario, we will use the URL http://intranetportal as the URL so that users
easily understand the purpose of this site just by looking at the URL.

DNS.1 Under Administrative Tools, Open up the DNS Management tool

= L_OMPanent 2EFYICES

Computer Management
Data Sources (ODEC)

Event Yiewet

~ [Manages the Domain Mame Systerm (DRS)
aroup Policdy apslates DNS computer names ta IP add

ISC5I Imitiakor

Local Security Palicy

[ 6 o

Petfarmance Maonikar

ot

Adrministrakor

'(f"li]

Security Configuration \Wizard

Documents Setver Manager

Setvices

Camputer Share and Storage Management

Storage Explorer
Metwork 2 :

Syskem Configuration

D e B B 8 B

B
B
H

DNS.2 Expand the ‘Forward Lookup Zones’ container

= DNS Manager

File  Action  Miew Help
o= | >m|c=HE| &
, DMS Narne
== BLKSTHL-AD =
Bl Forward Lookup Zones
| Reverse Lookup Zones
| Conditional Farwarders
Global Logs

=T |

) 4
< | L A Aa
g e el /A,


http://intranetportal/
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DNS.3 Select the zone for your domain

i DMNS Manager
File  Action Miew Help
i | =1 = =4 — 3
i A0t e, SERERENN 7 Nl
2 DM Mame
= ﬂ BLESTHL-AD | _msdes
= | Forward Lookup Zones | sites
- msdcs,corp, balkestahl | = tep
Sl corp . balkestahl s = _udp
| Heverse Lookup Zones = BnmainDns
| Conditional Forwarders TF:::restDnsZ
&#1]| Global Logs —
e d '—| [same as p
'—| [same as o
'—| (same as p
i RN 1 L

DNS.4 Verify the IP address for the server

'—| (same as parent folder) Hosk (4] 192.165.1.21
| blksthl-ad Host (4 192.168.1.21
| BLKSTHL-DEY'1 Host (4) 192.168.1.116
| BLKSTHL-PRIVOT Host (4 192, 168,1, 113
—|ELKSTHL-5P1 Host (4] 192.168.1.101
| BLKSTHL-3PZ Host (4] 19 1o, 1. 110
| BLKSTHL-5PF1 Hast {4 192.168.1.108
] BLKSTHL-50L Hast: (4) 192.168.1.81
i R TR

DNS.5 Right click on the zone and select ‘New Host (A or AAAA)’

& DNS Manager
File  Action Yiew Help
il 20l it SENCREYN ? Noel ERE
2 D'_NS Mame
= j ELESTHL-AD | _msdes
= | Forward Lookup Zones T _sites
=1 _msdcs.corp.balkestahl | kep
| '
" Reverse Lo lpdate Server Data File
- 2=
| Conditional Reload : :
Global Logs [ IR AR e Jo -Iif |
Mew Alias (CHAME)... "
Mew Mail Exchanger (M), t fol
Mew Comain, .. t fol
Mew Delegation, ..
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DNS.6 Fill in the Name we want to use, ‘intranetportal’ and add the IP address of the server

hewhot [

Mame (uses parent domain name it blank):

| inkranetportal

Fully qualified damain name (FODR):

I intranetportal. corp,balkestahl. se.

IP address:
| 197.168.1.101

[T Create associated pointer {PTR) record

[ allow any authenticated user to update DNS records with Ehe
SAME OWNEF NameE

Add Host I Cance|

DNS.7 Click ‘Add Host’

DNS I

f 3 . The host record intranetportal, corp, balkestahl, se was successFully
' created.

Click ok in the dialog, then click ‘Done’

DNS.8 Verify that you see an entry for the name and the correct IP address.

—|BLESTHL-5GL Hast {4 192.168.1.61
= blksthl-tmgz Hosk {4 192,165,1,11%
—| intranetportal Hosk (&) 192,168.1,101

These steps will automatically add an FQDN for ‘intranetportal’ as well since we are adding it as a
host under the domain zone. This means that we in the example also get a DNS record for
‘intranetportal.corp.balkestahl.se’
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DNS.9 Verify the DNS entry by opening a Command prompt or Powershell prompt, then running the
command ‘ping intranetportal’. You should get a response from the servers IP address.

> ping intranetportal

B administrator: Windows Powershe

PS C:sUserssAdministrator?l ping intranetportal

3 ; ey pprp.balkestahl.se [192.168.1.10811 with 32 bytesz of data:
Reply from 192.168.1.1681 08 bytes=32 time<ims TTL=128
e oy PR B bytes=32 time=ims TTL=128
Reply from 192.168_1.181: bytes=32 time=4mz TTL=128
Reply from 172.168.1.181:- bytes=32 time=1ms TTL=128

Ping statistics for 192.168.1_101:

Packets: Sent = 4. Received = 4, Lost = B (Bx loss>.
Approximate round trip times in milli—seconds:

Minimum = Bms,. Maximum = Sms,. Average = 1ms
PE C:sUserssAdministrator> _

DNS.10 Verify also that you can access the server using the FQDN for ‘intranetportal’

> ping intranetportal.corp.balkestahl.se

B Administrator: Windows PowerShell

PE C:~Uszers“Administrator ping intranetportal.corp_balkestahl.se

D »p.balkeztahl_=ze [192_.168.1.1811 with 32 bytesz of data:
Reply from 192.168.1.1813 hytez=32 time<imsz TTL=128
oy oy Plepinid B hytes=32 time=1im=z TTL=123
Reply from 192.168.1.181: bytes=32 time=ims TTL=128

Reply from 192.168.1.181: bytez=32 time=1m=z= TTL=128

Ping statistics for 192.168.1._181:

Packetz: Sent = 4, Received = 4, Lost = B (B@x loss>.
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = 1ms. Average = Bms
PE C:sUszersAdmninistrator> _

DNS.11 You have now successfully added a DNS (A) record for the address of your choice. Move along
to the proper scenario 1-4 to configure Alternate Access Mappings.
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Scenario 1

Add a user friendly NetBIOS name to the Web Application

In this scenario we want to add a more user friendly NetBIOS name to a Web Application so that the
users don’t have to use the server name to access SharePoint.

Like in the basic example previously we will use http://intranetportal as URL for our existing Web
Application on port 80 on the server blksthl-sp1.

| have added how this is done first using the graphical user interface, then how to do the same using
only PowerShell.

Steps needed:

1.1 Add the URL to DNS with a pointer to the servers IP address. (See separate section).
1.2 Add a Public URL in Alternate Access Mappings (Internal URL is added automatically).
1.3 Add a Binding for the Web Site in Internet Information Services.

1.4 Verify access — Done!

In order to set a working friendly NetBIOS name as a URL of our Web Application, we need to add a
public URL so that this friendly URL will be used as the URL everywhere and not be translated or
redirected from.

1.1 Name Resolution. First simply verify that the name is added ok to the DNS.

Note: See separate section on DNS for a complete guide to adding a DNS record.

> ping intranetportal

B administrator: Windows PowerShe

PE C:slUserssAdminisztrator> ping intranetportal

; 5 rp.balkestahl.se [192.168.1.1811 with 32 bytes of data:
Reply flum 192 163 1 131 hytes=32 time<lms TTL=128
y time=1lmsz TTL=128

Reply from 192.168.1.101: huyte time=tms TTL=128

Reply from 192.168_1.181:- hytes time=1msz TTL=128

Ping statistics for 192.168.1.191:

Packets: Sent = 4. Heceived = 4, Lost = B {Bx loss>.
Approximate round trip times in milli—seconds:

Hinimum = Bms,. Maximum = Sms. Average = 1ims
PS GC:islserssAdministrator> _

If you get a proper response with the SharePoint Web Servers IP address when you ping the URL,
then DNS is set, if you don’t, try first to flush the DNS cache.

> Ipconfig /flushdns

If ping still don’t get you a response, recheck the In addition to the actual Alternate Access Mapping
in SharePoint Central Administration, you also have to add a Binding in IS, contrary to what many
believe, SharePoint does not do that for you so you have to do it manually.

Steps on how to do that is added to every scenario in this guide.

The example above would show up in IIS Bindings like this:
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Site Bindings EH
Twpe | Host Mame | Port | IP Address | Binding add...
http blksthl-sp1 a0 *
http inkranetportal a0 * Edit .. |
i +
hktp sharepoint 30 Remave |
https 443 * =
http porkal.balkestahl.se 80 o Browse |
« | i

Close

17 October 2012

As you can see, the https binding does not show up as a hostname, the hostname is determined by
the name configured in certificate used when adding that binding.

Add site Binding = I

Type: IF address: Park:
Ihttps j I.ﬁ.ll Unassigned j |443
Hask narne:

S50 certificate:

Isharepoint.corp.balkestahl.se

j Wiew, ., I

[o]'4 | Cancel I




The final guide to Alternate Access Mappings 17 October 2012
Release 1.0 - Whitepaper

By: Thomas Balkestahl - blog.blksthl.com

DNS section in this guide.

-~ 4 3
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1.2.0 After DNS is configured correctly and verified, open the ‘Central Administration’ site of your
SharePoint Farm.

SharePoint 2010 Central Administration

Central
Administration l,. | Application Management System Settings
|| - e L=
L Manage web applications Manage servers in this farm
Applicat M t . X WY -
pplication Flanagemen H‘o Create site collections = Manage services on server
Systemn Settings Manage service applications %
Manitoring Manage content databases Configure alternate access mappings
Backup and Restore ; Monitoring ﬁti Backup and Restore
Security |_“\A..:I Review problems and sclutions \_) Perform a backup
Upgrade and Migration Check job status “i== Restore from a backup
View Web Analytics reports Perform a site collection backup
General Application
Settings r/ 1 Security Upgrade and Migration
Configuration Wizards \ W Manage the farm administrators group Q Convert farm license type
_ Configure =ervice accounts " Check product and patch installation status

Check upgrade status
l, | General Application Settings

::@SJ‘ Configure send to connections $+\ Configuration Wizards

Configure content deployment paths and jobs
Manage form templates

1.2.1 Click on ‘Configure Alternate Access Mappings’.

g =] FIdTTdOE SETVICES UTT SETVET
Configure alternate access mappings
4&_ Configure the inkernal and public URL mapping for web
@ 1 applications in the Farm
L -4  PErTorTT @ Dackap
== Restore from a backup
= . L 1l s L ]

In this state we can see one line for the Central Administration Web Application and one for the Web
Application on port 80. We only have the server name at this point.

1.2.2 Note that the ‘Alternate Access Mapping Collection’ selector by default is set to ‘Show All’.

Hj' Edit Public URLs =i Add Internal URLs =i Map to External Resource I Alternate Access Mapping Collection: | Show all -
Internal URL Zone Public URL for Zone

http:/fblksthl-spl Default http:/fblksthl-spl

http://bllksthl-spLl: 20000 Default http://blksthl-spl: 20000

1.2.3 Click on the ‘Alternate Access Mapping Collection’ selector and select ‘Change Alternate Access
Mapping Collection’ in the dropdown.

Alternate Access Mapping Collection: | Show All -
Change Alternate Access Mapping Caollection

< Al
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1.2.4 Select our Web Application on port 80 by clicking on its link

a5elect An Alternate Access Mapping Collection -- Webpage Dialog E

Select An Alternate Access Mapping Collection

] URL
Central Administration http://blksthl-sp1:20000
SharePoint - sharepointd0 http://blksthl-sp1

Cancel

1.2.5 Verify that the ‘Alternate Access Mapping Collection’ selection dropdown is set to the Web
Application on port 80, in this example ‘SharePoint — SharePoint80’

Alternate Access Mapping Collection: | SharePoint - sharepointdi -

1.2.6 Now, we need to add a new Public URL to the Web Application, click on ‘Edit Public URLs’

2 Edit Public URLs

1.2.7 In the dialog for Public URLs you see that you have 5 different textboxes, each with a zone name
in front of it. It does not matter which zone we select to use, but since it fits, we will use the ‘Intranet’
zone.

Alternate Access Mapping Collection
Alternate Access Mapping Collection: | SharePoint - sharepoint80 -
Select an Alkernate Access Mapping Colection.

Public URLs

Default
Enter the public URL protocol, host, and port o use For this resource in any ar all of the zones [http:/7blksthl-spl
lisked, The Default Zone URL must be defined, It will be used if needed where the public URL For
the zone is blank and For administrative actions such as the URLs in Quota e-mail. Intranet
http:{igo. microsft, com/Fulinkl?LinkId=114554 M
Internet
Customn

Extranet

Save Delete: Cancel
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1.2.8 Type ‘http://intranetportal’ including the protocol — http, into the textbox named ‘Intranet’ and
click on ‘Save’

Default
|http:A/bllesthl-spl

Intranet
|http sAdintranetportal|

Internet

Custam

Extranet

1.2.9 Now, you will see that a new line has been added to the collection view, we now have a line for
‘Default’ zone and one for the ‘Intranet’ zone, the ‘Internal URL’ is added automatically, our example
now looks like this.

,j Edit Public URLs =i Add Internal URLs =i Map to External Resource Alternate Access Mapping Collection: | ShareFoint - sharepoint30 -
Internal URL Zone Public URL for Zone

hito:fhlksthl-snd Default bttosfblksthlspd

http:ffintranetpartal Intranet http:/fintranetportal

1.2.10 Select again to ‘Show All’ in the ‘Alternate Access Mapping Collection’ selection dropdown.

cess Mapping Collection: | SharePoint - sharepointso -

Change Alternate Access Mapping Collection
Show All

1.2.11 Now, our Alternate Access Mappings looks like this.

_j Edit Public URLs =/ Add Internal URLs = Map to External Resource Alternate Access Mapping Collection: | Show all »
Internal URL Zone Public URL for Zone

bt ##blkesthl-sp1 Default http://bllcsthl-sp1

http:ffintranetportal Intranet http:sfintranetportal

http:Ablksthl-spLli2o000 Default http:/#blksthl-sp1i20000

1.2.12 So, we have an URL connected to the Web Application, let’s try to access it in a browser.

ﬁgNew Tab - Windows Internet Explorer

Ii—_-—‘__'? htkp: finkranetportalf| ,C'j = B
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1.2.13 ‘The webpage cannot be found’...this is to be expected. So no worries, things are like they
should be. At least, this is how things work in SharePoint 2010.

E!HTTP 404 Mot Found - Windows Internet Explorer

@ = I:ﬁ Fkkp: f finkranetportal Dj 3| X

.o.. The webpage cannot be found

Maost likely causes:
» There might be a typing error in the address.
« If you clicked on a link, it may be out of date.

1.3.0 Bindings. What we need to do in addition, is to bind the new URL to the web site in Internet
Information Services.

1.3.1 Start the ‘Internet Information Services (1I1S) Manager.

¥a [nternet Information Services (1159 6.0 Manaaget |

# ’
[ i '?E Internet Information Services (115) Manager |

444

Internet Information Services (115} Manager enables you to
configure, contral, and troubleshook 115 and ASP.MET.

e UL L L

151 Performance Monitar

administratar ke
-:1‘_:_|I Security Configuration Wizard
Docurnents T Fetver Manager
Lo Services
Computer 5 Share and Starage Management
= Storage Explorer
Mebwork - 9= =
System Configuration
Gl e (1) Task Scheduler
g Windows Firewall with Advanced Security
Devices and Printers | ‘Windows Memory Diagnostic
£ windows PowerShell Modules

Administrative

& windows Server Backup
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1.3.2 Expand the ‘Servername’ container and the ‘Sites’ container, then select your Web Application,
in our example, ‘SharePoint — sharepoint80’ by simply clicking on it.

"'-'E Internet Information Services (I1S) Manager

@EJ | @ » BLKSTHLSPL » Skes » Sha

File  View Help

Qﬂ Skark Page

Application Poaols

é_..ﬂj BLKSTHL-5P1 {CORPYadministrator)
"‘*

[ a@] Sites
.. G e
-- =8| SharePoint - sharepaintg0
=€ areHoin

: entral Adrministration w4
[=-€3) SharePaint Web Services

1.3.3 Now on the right hand side, you see the ‘Actions’ pane. In this list, click on ‘Bindings...’

Internet Information Services (IIS) Manager

@G; [@ ¥ BLKSTHL-SPL » Sikes » SharePoint - sharepointdd

Start Page

BLESTHL-SP1 (CORPadrinistrakar)
_é:* Application Poals

-8 Sites

% Default 'Web Sits

ShareFoint - sharepointa0
&P sharePoint Central Administrstion
'@ SharePoint Web Services

e SharePoint - sharepoint80 Home

Filter: e - %Show All | Group by:
ASP.NET
= ‘$ b &
B © ¢ [
MET MET MET Errar MET .MET Profile
Authorizaki,..  Compilation Pages Globalization
T\ 3 £ 7= )
o X X = s
.MET Roles JMET Trust MET Users Application Connection
Levels Settings Skrings

Ib =

Open Feature

| Explore

Edit Permissions. ..

Edit Site
Bindings. ..

Basic Setkings...

View Applications

Wiew Yirtual Directories

Manage Web Site

= Restart

2 Explore

Edit Permissions. ..

Edit Site

Bindings. ..
. Basic Setkings. ..

Yiew Applications

Wi Wirkual Directories

< Al
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1.3.4 As you can see, we only have a binding for http and ‘servername’ and port 80.

Site Bindings EE3
[ = | Hst Bame [ ot | 1P addrese | Rinding Add
[http  blsthl-spi &0 #

Edi...

Remove

Browse

Close

Al

1.3.5 Click on ‘Add’ and type in ‘intranetportal’ in the ‘Host name:’ textbox. Verify that http in the
selected protocol and that ‘All unassigned’ as IP address and 80 as the port number.
Click on ‘OK’

Sitebladdstesinding _______________________HEEE

Typ  Tvpe: IP address: Port:
hittp Ihttp j |.°.II Unassigned j Iau
Host name:
Iintranetporta“

Example: wiww, contoso, com or marketing. contoso,com

K1

L LLLCL

Ok, I Cancel I

1.3.6 Verify that you can see the new binding in the list.

Site Bindings
Tvpe | Host Mame | Port | IP Address | Binding add...
httn hlk<thl-crn1 =1nl fud

Edit...

Remave |
Brawse |
4| | -l

Close |

;

htkp inkranetporkal an *
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1.4.0 Verify access. Load the site in IE to verify that the Alternate Access Mapping and the Binding has
been configured correctly.

[ [
Note: If this is done on the actual SharePoint Web server, make sure that the loopback-check has been
configured or disabled to allow access using this URL. See resolution section in this KB article

é SharePoint - Home - Windows Internet Explorer

@:—j F I hktp:/fintranekportal/SiteFagesHome, aspe

site Actions ~ @ B B

SharePoint » Home

Home

Libraries

Site Pages Welcome to your site!

Shared Documents

Note: Since the address is a NetBIOS name, Internet Explorer will automatically recognize it as a local address
and it will be a member of the ‘Local intranet sites’ zone. Internet Explorer will automatically logon using the

currently logged on user to sites in the ‘local intranet’ zone in IE. (This zone is not related to the AAM zones in
any way or form other than by name)

If the site loads, that’s it! You are done. Congratu lations!

1.4.1 Extra If you want to avoid users from using the server name at all, which in multi web server
farms is a good idea, then replace the default zones public URL with the NetBIOS name or the
primary URL you want users to use. When the Default Public URL is the NetBIOS name or a FQDN,
simply put the server name as an Internal URL and connect it to the ‘Default Zone’. This way, users
who may have been used to typing in the server name will soon get used to only using the real
address of the application, in our case, http://intranetportal.

=y |

i
1 4 A
<Jl—
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Scenario 2

Add an FQDN to the Web Application

In this scenario we want to add an FQDN (i.e. http://hosthame.domain.com) to a Web Application so
that the Web Application may be accessed internally and or externally using the same URL.

We will use http://portal.balkestahl.se as the URL for our existing Web Application on port 80 on the
server blksthl-sp1.

For detailed steps on where to do the different steps and how to access the different settings, see
scenario 1. In Scenario 1 every step in well documented thru the entire way of the configurations.

Steps needed:

2.1 Add the URL to DNS with a pointer to the servers IP address.

2.2 Add a Public URL in Alternate Access Mappings.

2.3 Verify that an Internal URL is created in Alternate Access Mappings.

2.4 Add a binding for the Web Site in Internet Information Services.

2.5 Add the site as a local intranet site in IE to avoid logon prompt. (Better: use a GPO)
2.6 Verify access

2.1.0 Make sure that the name ‘portal’ is added to the correct zone (domain name) in DNS.
For internet access, the FQDN must be accessible from the internet as well either by using a public IP
address for the server or a forwarder in the externally accessible firewall/router.

Note: See separate section on DNS for a complete guide to adding a DNS record.

New Host I

Marme (uses parent domain name if Blank):

I portal

Fully aualified domain name (FODM):

I portal.corp.balkestahl.se.

IP address:
| 192,168.1.101]

[ Create associated pointer (PTR) record

[ Allows any authenticaked user to update DMS records with the
SAME OWNEF NAMme

Add Host I Zancel

Slintranetnnetal Hrck 8% 102 1/38 1 10
’—l portal Host (A} 192.163.1.101
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The final guide to Alternate Access Mappings 17 October 2012
Release 1.0 - Whitepaper
By: Thomas Balkestahl - blog.blksthl.com

3 administrator: Windows PowerShell

Windows PowerShell
Copyright (C> 2889 Microsoft Corporation. All rights reserved.

PS5 C:sUserssAdministratorl ping portal.corp.balkestahl.se

3 tahl.se [192.168.1.1811 with 32 hytes of data:

Reply from 192.168.1.101{ butes=-32 time<ims TTL=128

raAiEr Ty bytes=32 time<{ims TIL=128

Reply from 192.168.1.181: hytes=32 time<ims TTL-128
Reply from 192_168.1.181: bytes=32 time=1lms TTL=128

Ping statistics for 192.168.1.191:

Packetz: Sent = 4. Received = 4, Lost = @ (Bx loss).
Approximate round trip times in milli-—seconds:

MHinimum = Bmz. Maximum = Ims. Average = Bms
PS5 C:sUserssAdministrator> _

2.2.0 Add an Alternate Access Mapping Public URL to the Web Applications collection. In this case, we
use the ‘Internet’ zone and we add the URL portal.corp.balkestahl.se.

Alternate Access Mapping Collection: | SharePoint - sharepoint80 -

Default
|htt|:u:;’fh|ksth|—spl.

Intranet

|htt|:u fintranetportal

Internet

|htt|:|:,’fportal.cnrp.balkestahl.se|

Custom

Extranet

2.3.0 Verify that an Internal URL has been created and are connected to the Public URL we created
via the ‘Internet’ zone.

Internal URL Zone Public URL for Zone
http://blksthl-z=p1 Default http://blksthl-sp1
http://intranetportal Intranet http:/fintranetportal

http://portal.corp.balkestahl.ze Internet http://portal.corp.balkestahl.ce
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2.4.0 Add a Binding to the Web Site in IIS. Use http and port 80 and all Ip addresses. Use the full
FQDN as the Host Header.

Add site Binding K I
Type: IP address: Port:
Ihttp j IF'.II IUnassigned j ISIZI
Hrsk marne:

||:u:|rtal.cu:urp.balkestahl.se|

Example: wiww, conboso,com or marketing. contoso, com

QK I Cancel

2.4.1 Verify that the URL you have entered shows up in the list of bindings.

Site Bindings EH

Type | Hosk Mame | Port | IP Address | B Add
http blksthl-sp1 a0 *

htto inkranstonrtal a0 * Edic. .,
http portal.corp.balkestahl,se 80 *

Remove

Browse

Al

Close
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2.5.0 Add the site to IE’s Local Intranet sites, this is to have IE automatically logon using logged on
credentials. If you don’t, the risk is that you get a login prompt every tiem you try to access the site.

25.1 2.5.2
Toolks  Help
Delete browsing histary. .. Cerl+Shift+Del General Security |Privacy I Content I Connections I Programs I Advanced I
InPrivate Browsing ChrlH-shift+P

Tracking Protection..., Select a zone ko view or chanage security settings.

Activel Filkering 3
[Maanose connection problems, . @ ~ sy ®

Reopen last browsing session Inkernet Rl W=l | rusted sites  Restricted
sikes
Add site ta Start menu
Local intranet .
Wiew downloads Chrl+] GL This zane is Far all websites that are
= found on your intranet.
Pop-up Blocker 3
Smartacreen Filker 4
Manage add-ons Security level far this zane

Allowed levels Far this zone: All

Compatibility Yiew setkings - - Appropriate for websites on your local network

Carnpatibility View _ I ~  Medium-low

_ (intramnet)
Subscribe o bhis Feed, . N - - Most content will be run without prompting you
X _'l_l_ - Unsigned Activel controls will not be downloaded
Feed|discovery: e - Same as Medium level without prompts
wWindows Lipdate [~ Enable Protected Made (requires restarting Internet Explorer)
F12 developer kools Custom level.. Default [evel I
Inkernek opkions Reset all zones to default level |

oK I Cancel | Apply |

2.5.3 254

Local intranet I Local intranet I

%, Use the settings below o define which websites are included in .
. the local intranet zone. ﬁ'i ¥ou can add and remove websites from this zane. All websites in

this zone will use the zone's security settings.
[V Automatically detect intranet network.

™| Include &l local (intramet) sites nok listed in ather 2ones add this wehsite ko the zane:

= Include: allsites that bypass bhe pross) server I hitpsfportal, corp, balkestahl,se

= Include: all metwork paths (UKES)
‘Websites:

Remowe
what are intranet settings? | Advanced I Ok Cancel |

[~ Require server verification (hktps:’ For all sibes in this zone

Close |

Note: It is recommended to do this in a larger environment using a GPO and Active Directory:

Edit your IE settings GPO (or create a new one) with the following - Computer Configuration - Administrative
Templates - Windows Components - Internet Explorer - Internet Control Panel - Security Page - Site to Zone
Assignment List - Enabled

Then click the Show button - and add the appropriate Value Name and Value —e.g.:
http://portal.corp.balkestahl.se with a value of 1 for Intranet Zone.




The final guide to Alternate Access Mappings 17 October 2012
Release 1.0 - Whitepaper
By: Thomas Balkestahl - blog.blksthl.com

2.6.0 Verify functionality in a web browser.

Note: If this is done on the actual SharePoint Web server, make sure that the loopback-check has been
configured or disabled to allow access using this URL. See resolution section in this KB article

g’EharePnint - Home - Windows Internet Explorer

||;| hktp:ffportal, corp. balkestahl, sef S8 ePages Homme, aspo:

site Actions ~ g B Browse

SharePoint » Home

Home

Libraries
Site Pages Welcome to your site!

Shared Documents

Note: Internet Explorer will recognize this address as an internet address and it will be considered in the
‘Internet’ zone until we tell IE otherwise. See step 2.5

If the site loads, that’s it! You are done. Congratu lations!

< Al
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Scenario 3

Add an https/SSL FQDN to the Web Application

In this scenario we want to add an https FQDN (i.e. http://name.domain.com) to a Web Application
so that the Web Application may be accessed in an encrypted and safe manner using one URL.

Like in the basic example previously we will use http://intranetportal as URL for our existing Web
Application on port 80 on the server blksthl-sp1.

Steps needed:

3.1 Add the URL to DNS with a pointer to the servers IP address.

3.2 Add a Public URL in Alternate Access Mappings

3.3 Verify that an Internal URL is created.

3.4 Add a binding for the Web Site in Internet Information Services using an installed certificate
3.5 Add the site as a local intranet site in IE to avoid logon prompt. (AD Group policy)

3.6 Verify access

3.1.0 Make sure that the name ‘portal’ is added to the correct zone (domain name) in DNS.
For internet access, the FQDN must be accessible from the internet as well either by using a public IP
address for the server or a forwarder in the externally accessible firewall/router.

Note: See separate section on DNS for a complete guide to adding a DNS record.

T~ |

Mame (uses parent domain name if blank):

I portal

Fully aualified damain name (FODM):

I portal,.corp, balkestahl. se,

IP address:
| 192, 168.1, 101

[” Create assodated pointer (PTR) record

[ allow any authenticated user ko update DS records with the
SAME QWNEr MAMe

Add Host I Cancel

é_l intranetnortal Hnak it 192 15 1 1101
§—||:u:|rtal Hosk (4] 192.165.1.101



http://intranetportal/
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2 administrator: Windows PowerShell

Windows PowerShell
Copyright (C> 28A? Microsoft Corporation. All rights reserved.

PS C:xUsersAdministratorl ping portal.corp.balkestahl.sze

. gstahl.se [192.168.1.1011 with 32 bhytes of data:
Reply frnm 192 163 1.181 hyte“—32 t1me<1m* TTL=128
TTL=128

s o by
Reply from 192, 163 1. 131 bytes=32 time<lms TTL=128
Reply from 192_168.1.1681: bytes=32 time=1ms TTL=128

Ping statistics for 192_168.1.181:

Packets: Sent = 4, Received = 4. Lost = B (@ loss).
Approximate round trip times in milli-seconds:

Minimum = Bmz, Maximum = 1ms. Average = Bns
PS C:sUsers~Administrator> _

3.2.0 First we start of by having only URL’s for the ‘Default’ and the ‘Intranet’ zones.

Internal URL Zone Public URL for Zone

http://blksthl-sp1 Default http://bllsthl-sp1

http://intranetportal Intranet http://intranetportal

3.2.1 Add an Alternate Access Mapping Public URL to the Web Applications collection. In this case, we
use the ‘Internet’ zone.

Alternate Access Mapping Collection: | SharePoint - sharepoint80 ~

Default
Ihttp:h"blksthl-spl

Intranet

|h1:t|:u Jfintranetportal

Internet

|htt|:|s:f,"portal.corp.balkestahl.se|

Custom

Extranet

3.3.0 Verify that an Internal URL has been created and are connected to the Public URL we created
via the ‘Internet’ zone.

Internal URL Zone Public URL for Zone

http://blksthl-sp1 Default http://blksthl-sp1
http://intranetportal Intranet http://intranetportal

https://portal.corp.balkestahl.se Internet https://portal.corp.balkestahl.ce
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3.4.0 Add a Binding to the Web Site in IIS.

Note: You need to have a SSL certificate installed in order to complete this step.

3.4.1 Select https and then the installed certificate in the dropdown list. The Host Header will be
greyed out.

Beilcasceoning ——— BEEE

Typ  Twpe IP address: Port: j
hittp Ihttp j IF'-II Unassigned j ISU
2 e e ve— |
ey | [
[N I=LSL S =
net.pipe .
net.msmg so.com ar marketing. conkoso.com |
msmg.formatname
KR

Ok I Cancel | _l

3.4.2 Select the certificate that is installed with your URL, note that the Host Header textbox is greyed
out.

Site Bil dd site Binding

Tvp  Tvpe: IP address: Part: j
bty Ihttps j IF\II IUnassigned j I443
htkp et . |
it I nsk name:
S5L certificate: |
partal.corp balkestahl, se Vi, |

QK I Cancel |

3.4.3 Note that the binding is added to the list with port 443.

Site Bindings 7 x|
Type | Host Mame | Part | IP Address | B Add. ..
htkp blksthl-spi a0 *
http intranetportal a0 * Edit...

< I i

L ——b o L L L fuTet e
’ ' ' Remaove |
| https 443 i




The final guide to Alternate Access Mappings 17 October 2012
Release 1.0 - Whitepaper

By: Thomas Balkestahl - blog.blksthl.com

3.4.4 If the certificate is or have been used in another application in this IIS, you may see this popup,
simply click yes if everything feels ok and it will go away.

Add Site Binding |

A% This binding is already being used by & product ather than 115, IF
'-0-' wou conkinue wou might owerwrite the existing certificate For this
= IP Address:Port combination, Do ywou wank bo use this binding
arywayy

Yes Mo
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3.5.0 Add the site to IE’s Local Intranet sites, this is to have IE automatically logon using logged on
credentials. If you don’t, the risk is that you get a login prompt every tiem you try to access the site.

3.5.1 3.5.2
Toolks  Help
Delete browsing histary. .. Cerl+Shift+Del General Security |Privacy I Content I Connections I Programs I Advanced I
InPrivate Browsing ChrlH-shift+P

Tracking Protection..., Select a zone ko view or chanage security settings.

Activel Filkering 3
[Maanose connection problems, . @ ~ sy ®

Reopen last browsing session Inkernet Rl W=l | rusted sites  Restricted
sikes
Add site ta Start menu
Local intranet .
Wiew downloads Chrl+] GL This zane is Far all websites that are
= found on your intranet.
Pop-up Blocker 3
Smartacreen Filker 4
Manage add-ons Security level far this zane

Allowed levels Far this zone: All

Compatibility Yiew setkings - - Appropriate for websites on your local network

Carnpatibility View _ I ~  Medium-low

_ (intramnet)
Subscribe o bhis Feed, . N - - Most content will be run without prompting you
X _'l_l_ - Unsigned Activel controls will not be downloaded
Feed|discovery: e - Same as Medium level without prompts
wWindows Lipdate [~ Enable Protected Made (requires restarting Internet Explorer)
F12 developer kools Custom level.. Default [evel I
Inkernek opkions Reset all zones to default level |

oK I Cancel | Apply |

3.53 3.54

Local intranet I Local intranet I

G’l"- Use the settings below ta define which websites are included in . . _ o
B the local intranet zone. G'I'L ou can add and remaove websites from this zone, all websites in

this zone will use the zone's security settings,
[V Automatically detect intranet network.

™| Include &l local (intramet) sites nok listed in ather 2ones a4 Hhic wisheite Fa Hhe snme:

= Include: allsites that bypass bhe pross) server

I hktps: ) fpartal corp. balkestahl, se Add
= Include: all metwork paths (UKES)

‘Websites:

Remaove
what are intranet settings? | Advanced I Ok Cancel | I

™ Require server verification (https:) For all sites in this zone

Close |

Note: It is recommended to do this in a larger environment using a GPO and Active Directory:

Edit your IE settings GPO (or create a new one) with the following - Computer Configuration - Administrative
Templates - Windows Components - Internet Explorer - Internet Control Panel - Security Page - Site to Zone
Assignment List - Enabled

Then click the Show button - and add the appropriate Value Name and Value —e.g.:
http://portal.corp.balkestahl.se with a value of 1 for Intranet Zone.




The final guide to Alternate Access Mappings 17 October 2012

Release 1.0 - Whitepaper
By: Thomas Balkestahl - blog.blksthl.com

3.6.0 Verify functionality in a web browser.

Note: If this is done on the actual SharePoint Web server, make sure that the loopback-check has been
configured or disabled to allow access using this URL. See resolution section in this KB article

£!5harePnint - Home - Windows Internet Explorer

|;| https: | /portal.corp balkestahl. se /S rePages Home  aspx

Site Actions + B B Browse

SharePoint » Home

Home

Libraries
site Pages Welcome to your site!

Shared Documents

Note: Internet Explorer will recognize this address as an internet address and it will be considered in the
‘Internet’ zone until we tell IE otherwise. See step 3.5

If the site loads, that’s it! You are done. Congratu lations!

< Al
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Scenario 4

Add a redirect from http to https

In this scenario we assume that you have an https FQDN address configured and working as described
in scenario 3. Now we want to add a redirect/transformation of all requests coming in on http to the
https address, this since we want to keep our environment as secure as possible.

Steps needed:

4.1 Add an Internal URL in Alternate Access Mappings connected to the https address zone
4.2 Add the site as a local intranet site in IE to avoid logon prompt. (AD Group policy)

4.3 Verify access

Note: As a part of the prerequisites for this scenario, you need to have performed scenario 3, when that is
configured, you will have a DNS record for the FQDN address (same regardless of the http or https protocol)
and the FQDN using https is already up and running.

4.1.0 First, in Central administration and Alternate Access Mappings management, verify that the
‘Alternate Access Mapping Collection’ selection dropdown is set to the Web Application on port 80, in
this example ‘SharePoint — SharePoint80’.

flternate Access Mapping Collection: | SharePoint - sharepointdi -

4.1.1 Before starting we can also note that we have the https FQDN address configured as described
in Scenario 3. You can see that an ‘Internal URL’ is connected to a ‘Public URL’ via the ‘Internet’ zone.
The ‘Internet’ zone is what we will use to connect our new http address later on.

Internal URL Zone Public URL for Zone
http://blksthl-sp1 Default http://blksthl-spi
http://intranetportal Intranet http://intranetportal
https://portal.corp.balkestahl.se Internet https://portal.corp.balkestahl.se

4.1.2 This time, we click on ‘Add Internal URL’ in order to add a URL that will only act as a pointer to
an existing ‘Public URL'.

= Add Internal URLs
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4.1.3 In the ‘URL protocol, host and port’ textbox, enter the http address that you will redirect to the
https address.

Alternate Access Mapping Collection: | SharePoint - sharepoint80 ~

URL protocol, host and port
|htt|:|:f,"portal.corp.balkestahl.se|

Zone

IDEfauIt 'I

Save | Cancel

4.1.4 In the ‘Zone’ dropdown selection box, select the zone ‘Internet’ as this was the zone our https
address was added to.

Alternate Access Mapping Collection: | SharePoint - sharepoint80 ~

URL protocol, host and port

http:/fportal.corp.balkestahl.se

Zone

Internet -
Default
Intranet
Custom
Extranet

Save Cancel

4.1.5 Click on ‘Save’ and verify that a new line has been added to our Alternate Access Mappings
Collection, a line with an internal http address on the left and a Public https on the right. By selecting
the ‘Internet’ zone when adding the ‘Internal URL’ we made the connection.

,j Edit Public URLs = Add Internal URLs =i Map to External Resource Alternate Access Mapping Collection: | SharePoint - sharepoint80 »

Internal URL

Zone Public URL for Zone
http://blksthl-sp1 Default http://blksthl-sp1
http://intranetportal Intranet http:/fintranetportal

https://portal.corp.balkestahl.se Internet

http:/||portal.corp.balkestahl.se Internet
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4.2.0 Add the site to IE’s Local Intranet sites, this is to have IE automatically logon using logged on
credentials. If you don’t, the risk is that you get a login prompt every tiem you try to access the site.

4.2.1 4.2.2
[k tor emetogtors @]
Delete browsing hiskory. .. ChrH+-Shift+Del General Security |Privacy I Content I Connections I Programs I Advanced I
InPrivate Browsing ChrlH-shift+P
Trackjng Frotection... Select a zone ko wiew or chanoe security settings.
Activel Filkering 3
[Maanose connection problems, . @ v
Reopen last browsing session Internet | [REEEEY | rusted sites  Restricted
sikes
Add site ta Start menu
Local intranet .
‘Wigw downloads Chrl+] GL This zane is Far all websites that are
= found on your intranet.
Pop-up Blocker 3
Smartacreen Filker 4
Manage add-ons Security level far this zane

Allowed levels Far this zone: All

Compatibility Yiew setkings - - Appropriate For websites an your local network

Carnpatibility View _ I ~  Medium-low

_ (intramnet)
Subscribe o bhis Feed, . N - - Most content will be run without prompting you
X _'l_l_ - Unsigned Activel controls will not be downloaded
Feed|discovery: e - Same as Medium level without prompts
wWindows Lipdate [~ Enable Protected Made (requires restarting Internet Explorer)
F12 developer kools Custom level.. Default [evel I
Inkernek opkions Reset all zones to default level |

oK I Cancel | Apply |

Local intranet I Local intranet I
Gi Uss the s_ettlngs belov to dsfine which websites are includsd in % You can add and remove websites Fram this zone. Al websites in
the local intranet zone. A, i " ; ” ]
- by this zone will use the zone’s security settings.

[V Automatically detect intranet network.

™| Include &l local (intramet) sites nok listed in ather 2ones &dd this website to the zone:

= Include: allsites that bypass bhe pross) server I hittp:/fpartal.corp balkestahl. sef|

= Include: all metwork paths (UKES) \Websites:

https:jfportal.corp balkestahl, se Remove

what are intranet settings? | Advanced I Ok Cancel |

™ Require server verification (https:) For all sites in this zone

Close |

Note: It is recommended to do this in a larger environment using a GPO and Active Directory:

Edit your IE settings GPO (or create a new one) with the following - Computer Configuration - Administrative
Templates - Windows Components - Internet Explorer - Internet Control Panel - Security Page - Site to Zone
Assignment List - Enabled

Then click the Show button - and add the appropriate Value Name and Value —e.g.:
http://portal.corp.balkestahl.se with a value of 1 for Intranet Zone.
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4.3.0 Verify functionality in a web browser.

Note: If this is done on the actual SharePoint Web server, make sure that the loopback-check has been
configured or disabled to allow access using this URL. See resolution section in this KB article

4.3.1 Type in the http address in a new browser or tab and press enter.

E’New Tab - Windows Internet Explorer

J——

I\-ﬂ_d;, http:/{portal.corp, balkestahlse| Pj = || X

.\---/. .\___/.

4.3.2 Note that the page loads and redirects/transforms the address to https.

E’SharePnint - Home - Windows Internet Explorer
——

I https://portal.corp balkestahl. sefStePages Home . aspi Pj % || X

. :/. .\:_ o)

e E

Site Actions -

Browse

SharePoint » Home

Home

Libraries

site Pages Welcome to your site!

Shared Documents

Note: Internet Explorer will recognize this address as an internet address and it will be considered in the
‘Internet’ zone until we tell IE otherwise. See step 3.5

If the site loaded, that’s it! You are done. Congratu lations!

=y |

i
1 4 A
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PowerShell

Powershell Doing the same thing as above using Powershell is not that complicated, the following
commands takes care of it. In a PowerShell prompt or a SharePoint Management shell running ‘as
admin’ the following steps will accomplish the same as using the graphical user interface.

Follow the outlined steps:

5.1 Scenario 1 — Add a user friendly NetBIOS name to the Web Application
5.2 Scenario 2 — Add an http FQDN to the Web Application

5.3 Scenario 3 — Add an https/SSL FQDN to the Web Application

5.4 Scenario 4 — Add a redirect from http to https

5.1.0 Add a user friendly NetBIOS name to the Web Application
5.1.1 Load the SharePoint PowerShell snapin.

>Add-PSSnapin Microsoft.sharepoint.powershell

B ndministrator: Windows Powershell

Windows PowerShell
Copyright (C> 288? Microsoft Corporation. All rights reserved.

PS§ C:=sUserssAdministrator.CORPA Add-PESnapin micro
PE C=Users-Administrator.CORP

5.1.2 Lists the Web applications to get the ‘Name/DisplayName’:
> Get-SPWebApplication

TechNet Reference: Get-SPWebApplication

5.1.3 Lists the AlternateAccess Mappings configured for the Web Application / Collection:

> Get-SPAlternateURL -WebApplication “SharePoint - sharepoint80”

TechNet Reference: Get-SPAlternateURL

3 administrator: Windows PowerShell
PE C:slUserssAdministrator.CORP} Get—SPUWebapplication

Url

SharePoint — sharepointBd http:/rblksthl-spl~

PSS C:wUserssAdministrator.CORP>JGet—-SPAlternatelRL —WebApplication “"SharePoint — sharepoint8@"
IncominglUerl Zone Publiclrl

http: ~blksthl-spl Default http:=/sblksthl-spl

PS5 C:sUserssAdministrator.CORF> _



http://technet.microsoft.com/en-us/library/hh849705.aspx
http://technet.microsoft.com/en-us/library/ff607562.aspx
http://technet.microsoft.com/en-us/library/ff607923.aspx
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5.1.4 Add the http://intranetportal URL as an Alternate Access Mapping:

> New-SPAlternateURL -WebApplication http://blksthl-spl -Url
http://intranetportal —-Zone intranet

TechNet Reference: New-SPAlternateURL

B Administrator: Windows PowerShell

PS C:sUserssAdministrator.CORP> New—SPAlternateURL —VWebApplication “http:-~blksthl-spl*" -Url http:-sintranetportal —Zone 51
intranet

Publicllrl

http://intranetportal Intranet http://intranetportal

PS C:“\Users“Administrator.CORP> _

5.1.5 Verify that it has been added:
> Get-SPAlternateURL -WebApplication http://blksthl-spl

TechNet Reference: Get-SPAlternateURL

Now we are done with the SharePoint part. Next step is to add a binding in IIS.

B Administrator: Windows PowerShell
PSS C:slserssAdministrator.GORPH Get—SPAlternatellRL —MWebfipplication http:/~ hlksthl-spi

Zone Publiclrl

p:/7blksthl-spl Default http:/~hlksthl-spl
http:/7intranetportal Intranet http://intranetportal

PSS C:slserssAdministrator.GORP> _

5.1.6 Loads the IS administration module:
> Import-Module WebAdministration

TechNet Reference: Import-Module

B Administrator: Windows PowerShell

PS C:islUserssAdministrator.CORPX Import—Module webadministration

PS C:\Users~Administrator.CORP

5.1.7 Adds a binding with a specified protocol, IP address and Host Header to an IIS Web site by
name:

> New-WebBinding —-Name “SharePoint - sharepoint80” —-Protocol http —-Port 80
—-IPAddress * -HostHeader intranetportal

TechNet Reference: New-WebBinding

trator . CORP> New—WebhBinding —MName ‘SharePoint — sharepoint8@" —-Protocol http

PAddress = —HustHea ; :i.ntranetpurtal



http://blksthl-sp1/
http://intranetportal/
http://technet.microsoft.com/en-us/library/ff607632.aspx
http://technet.microsoft.com/en-us/library/ff607923.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd745033(v=vs.85).aspx
http://technet.microsoft.com/en-us/library/ee790567.aspx
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5.1.8 Verify that the Binding has been added correctly:
> Get-WebBinding —-Name “SharePoint - sharepoint80”

TechNet Reference: Get-WebBinding

= administrator: Windows PowersShell
PS5 C:wUsers“Administrator.GCORPX) Get—WebBinding —Mame '"SharePoint — sharepoint8f"

PE C:x\Users~Administrator.CORP> _

5.1.9 Done!

5.2.0 Add an http FQDN to the Web Application
5.2.1 Load the SharePoint PowerShell snapin.

> Add-PSSnapin Microsoft.sharepoint.powershell

B Administrator: Windows PowerShell

Windows PFowerShell
Copyright (C> 280? Microsoft Corporation. All rights reserved.

5.2.2 Lists the Web applications to get the ‘Name/DisplayName’:
> Get-SPWebApplication

TechNet Reference: Get-SPWebApplication

B Administrator: Windows PowerShell
PS5 C:sUserssAdministrator.CORF> Get—-S5PWebApplication

DisplayName Url

SharePoint — sharepoint88 http:-/sblksthl-spl/

PS C:sUsers“Administrator.CORP> _



http://technet.microsoft.com/en-us/library/ee790596.aspx
http://technet.microsoft.com/en-us/library/ee790596.aspx
http://technet.microsoft.com/en-us/library/hh849705.aspx
http://technet.microsoft.com/en-us/library/ff607562.aspx
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5.2.3 Lists the AlternateAccess Mappings configured for the Web Application / Collection:
> Get-SPAlternateURL -WebApplication “SharePoint - sharepoint80”

TechNet Reference: Get-SPAlternateURL

3 administrator: Windows Powershell
PS5 C:slUserssAdministrator.CORP> Get—-SPAlternatelRL —WebApplication '"SharePoint — sharepoint8@"

Incominglrl Zone Publiclrl

http://hlksthl—-spl Default http:/shlksthl-spl
http://intranetportal Intranet http://intranetportal

PS5 C:“UserssAdministrator.CORP> _

5.2.4 Add the http://intranetportal URL as an Alternate Access Mapping:

> New-SPAlternateURL -WebApplication http://blksthl-spl -Url
http://portal.corp.balkestahl.se —-Zone intranet

TechNet Reference: New-SPAlternateURL

{2 Administrator: Windows PowerShell _ (O] x|

PS C:sUserssAdministrator . CORP> New—SPAlternatelURL —WebfApplication http:r//hlksthl-spl -Url http: //po!
rtal.corp.balkestahl.se —Zone internet

Incominglel Publiclrl

http:/s/portal corp.bhalkestahl._se Internet http:/sportal corp.balkestahl._se

PS C:slUserssAdministrator . CORP> _

5.2.5 Verify that it has been added:
> Get-SPAlternateURL —-WebApplication http://blksthl-spl

TechNet Reference: Get-SPAlternateURL

Note: Now we are done with the SharePoint part. Next step is to add a binding in IIS.

& administrator: Windows PowerShell

PE C:sUseprssAdministrator . CORP> Get—SPAlternatelRL —UYebApplication http:-shlksthl-=spl
IncomingUrl Zone Publiclrl

http: //]_J lksthl—spl Default http: //]_J lksthl—spl
http://portal.corp.balkestahl.ze Internet http://portal.corp.balkestahl.ze

PS5 GC:slserssAdninistrator.GORP> _



http://technet.microsoft.com/en-us/library/ff607923.aspx
http://blksthl-sp1/
http://portal/
http://technet.microsoft.com/en-us/library/ff607632.aspx
http://technet.microsoft.com/en-us/library/ff607923.aspx
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5.2.6 Loads the IIS administration module:

> Import-Module WebAdministration

TechNet Reference: Import-Module

B Administrator: Windows PowerShell

PE C:sUsgerssAdministrator.CORPX Import—Hodule webadministration

P8 C:vUsers™Administrator.CORP

5.2.7 Adds a binding with a specified protocol, IP address and Host Header to an IIS Web site by
name:

> New-WebBinding —-Name “SharePoint - sharepoint80” -Protocol http —-Port 80
—IPAddress * -HostHeader portal.corp.balkestahl.se

TechNet Reference: New-WebBinding

Admin 0 ndo Powershe O8>

PS C:slUserssAdminisztrator . CORP> New—WebBinding —MName '"SharePoint — sharepoint8B" —Protocol http —Por|
t 880 —-IPAddress * —HostHeader portal.corp.bhalkestahl.se

5.2.8 Verify that the Binding has been added correctly:
> Get-WebBinding —-Name “SharePoint - sharepoint80”

TechNet Reference: Get-WebBinding

1 Administrator: Windows PowerShell
PS C:sUsers“Administrator.CORP>Get—WebBinding —Mame '"SharePoint - sharepoint8B"

bindingInformation

PS GC:sUserssAdministrator.CORP> _

5.2.9 Done!



http://msdn.microsoft.com/en-us/library/windows/desktop/dd745033(v=vs.85).aspx
http://technet.microsoft.com/en-us/library/ee790567.aspx
http://technet.microsoft.com/en-us/library/ee790596.aspx
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5.3.0 Adding a https/SSL FQDN Alternate Access Mapping
5.3.1 Load the SharePoint PowerShell snapin.

>Add-PSSnapin Microsoft.sharepoint.powershell

B Administrator: Windows PowerShell
Windows PFowerShell
Copyright (C> 280? Microsoft Corporation. All rights reserved.

PE ConlserzsAdministrator . .CORPS Add
PS8 C-Users-Administrator.CORP

5.3.2 Lists the Web applications to get the ‘Name/DisplayName’:
> Get-SPWebApplication

TechNet Reference: Get-SPWebApplication

B Administrator: Windows PowerShell
PS5 C:sUsers“Administrator.CORF> Get—-5PWebApplication

DisplayName Url
SharePoint — zharepointdd http: rblksthl-=zpl~-

PS GC:Users“Administrator.GCORF> _

5.3.3 Lists the AlternateAccess Mappings configured for the Web Application / Collection:

> Get-SPAlternateURL -WebApplication “SharePoint - sharepoint80”

TechNet Reference: Get-SPAlternateURL

3 Administrator: Windows Powershell
PS5 C:s\UserssAdministrator.CORP> Get—-SPAlternatelRL -YWebApplication "SharePoint - sharepoint8A"

Incominglerl Zone Publiclrl

http:/sblksthl-spl Default http:sshlksthl-spi

http://intranetportal Intranet http://intranetportal
http://portal.corp.halkestahl.se Internet http: s~ hlksthl-spi

PS5 C:“Users~Administrator.CORP> _



http://technet.microsoft.com/en-us/library/hh849705.aspx
http://technet.microsoft.com/en-us/library/ff607562.aspx
http://technet.microsoft.com/en-us/library/ff607923.aspx
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5.3.4 Add the http://intranetportal URL as an Alternate Access Mapping:

> New-SPAlternateURL -WebApplication “SharePoint - sharepoint80” -Url
https://portal.corp.balkestahl.se —-Zone internet

TechNet Reference: New-SPAlternateURL

B administrator: Windows Powershell

PS C:sUserssAdministrator.CORP> New—SPAlternatelURL —WebApplication ‘SharePoint - sharepoint8d™ —Url
"https://portal.corp.balkestahl.se'" —Zone internet

IncomingUrl Zone PubliclUrl

https://portal.corp.balkestahl.se Internet https:/sportal.corp.balkestahl.se

PS C:xUserssAdministrator.CORP> _

5.3.5 Verify that it has been added:

> Get-SPAlternateURL -WebApplication “SharePoint - sharepoint80”

TechNet Reference: Get-SPAlternateURL

Note: Now we are done with the SharePoint part. Next step is to add a binding in IIS.

B administrator: Windows PowerShell
PE C:“Users:Administrator.CORP> Get-SPAlternateURL —WebApplication "SharePoint — sharepointfd™

PubliclUrl

http:-/blksthl-spl Default http:/sblksthl-spl
http:/sintranetportal Intranet http://intranetportal

https:-/ portal.corp.balkestahl.ce Internet https:/sportal.corp.balkestahl.ze

P8 C:sUsers“Administrator.CORP> _

5.3.6 Loads the IIS administration module:

> Import-Module WebAdministration

TechNet Reference: Import-Module

B Administrator: Windows PowerShell

PS C:islUserssAdministrator.CORPX Import—Module webadministration

PS C:\Users~Administrator.CORP

5.3.7 Add a binding ‘place holder’ to the Web site in IS, use the URL, port and protocol as below.

> New-WebBinding -Name "SharePoint - sharepoint80" -Port 443 -Protocol
https -HostHeader portal.corp.balkestahl.se

SUsersjsl anistratorgll New—-HebBindgjs
—Portf 443 F-Protocollhttps|-HostHeader
PS C:islsers istrator O



https://portal/
http://technet.microsoft.com/en-us/library/ff607632.aspx
http://technet.microsoft.com/en-us/library/ff607923.aspx
http://msdn.microsoft.com/en-us/library/windows/desktop/dd745033(v=vs.85).aspx
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5.3.8 Since we want to use an installed certificate to configure the https binding, we have to first get
the cert to an object that we can refer to later.

> SMyCert = Get-ChildItem cert:\localmachine\my | Where-Object {$_ .Subject
-eq "CN=portal.corp.balkestahl.se"}

I3 administrator: Windows PowerShell

PS C:sUsers“Administrator.CORP> SMp
my | Where—Object {5_.Subject —eqg
PS5 C:=sUsepsAdministrator.CORP> _

5.3.9 From the Certificate Object we pick the path to be used when creating the binding.

> $CertObj = Get-Item $MyCert.PSPath

B administrator: Windows PowerShell [_ (O] x|

PS C:vlsers“Administrator.CORP>» S$CertObj = Get-Item SMyCert.PSPath
PS5 C:sUserssAdministrator.CORP> _

5.3.10 We create the actual binding to the certificate and the binding we created in the forst step, so
that the https binding and the certificate gets connected.

Note: In the graphical user interface we use ‘*’ (wildcard) to represent all available IP Addresses, here
‘0.0.0.0’ represents the same thing.

> New-Item IIS:Ssl1Bindings\0.0.0.0!443 -value $CertObj

B Administrator: Windows PowerShell =]

PSS C:xUszers-Administrator.CORP> New-Item IIS:8z1Binding=8.08.0.0%*443 —Ualue!|
5CertOhj =

IP Address Port Store Sites

SharePoint — sharepoint8@

PSS C:slUserswAdministrator.CORP> _

5.3.11 List all bindings on this Web Application to verify that the https/SSL binding has been added
properly.

> Get-WebBinding —-Name “SharePoint - sharepoint80”

TechNet Reference: Get-WebBinding

3 Administrator: Windows PowerShell [_ O]

PSBE:\Users\ﬂdministrator.CORP) Get—UebBinding —Mame "SharePoint - sharepui!
ht8a" =

bindingInformation

=*#:8@:intranetportal

#:443 portal.corp.balkestahl.se

PS5 C:sUserssAdministrator.GCORP> _

5.3.12 Done!



http://technet.microsoft.com/en-us/library/ee790596.aspx
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5.4.0 Add a redirect from http to https
5.4.1 Load the SharePoint PowerShell snapin.

>Add-PSSnapin Microsoft.sharepoint.powershell

B Administrator: Windows PowerShell
Windows PFowerShell
Copyright (C> 280? Microsoft Corporation. All rights reserved.

PE ConlserzsAdministrator . .CORPS Add
PS8 C-Users-Administrator.CORP

5.4.2 Add the http://intranetportal URL as an Alternate Access Mapping:

> New-SPAlternateURL -WebApplication “SharePoint - sharepoint80” -Url
http://portal.corp.balkestahl.se —-Zone internet -Internal

TechNet Reference: New-SPAlternateURL

& Administrator: Windows PowerShell

£ = llosses bdaiede = AL ew—SPAlternatells ahfipgglication “SharePoint - sharepoint88" -Url
http://portal.corp.balkestahl.se [—Zone internet]

IncominglUrl Zone Publiclrl

http:/sportal.corp.balkestahl.se Internet https:/sportal.corp.balkestahl.se

PS C:sUserssAdministrator.CORP> _

5.4.3 Verify that it has been added:

> Get-SPAlternateURL -WebApplication “SharePoint - sharepoint80”

TechNet Reference: Get-SPAlternateURL

Note: The http is on the left and https on the right.

3 Administrator: Windows Powershell
PS5 C:sUserssAdministrator . CORP> Get—-SPAlternatelRL —WebApplication '"SharePoint — sharepoint8@"

Incominglrl Zone Publiclrl

#hlksthl-spl Default http:sshlksthl-spl
http://intranetportal Intranet http://intranetportal
e 2 i h Internet

http://portal.corp.balkestahl.ze Internet https:/sportal.corp.balkestahl.se

PS5 C:“Users“Administrator.CORP> _

5.4.4 Done!



http://technet.microsoft.com/en-us/library/hh849705.aspx
http://portal/
http://technet.microsoft.com/en-us/library/ff607632.aspx
http://technet.microsoft.com/en-us/library/ff607923.aspx

The final guide to Alternate Access Mappings 17 October 2012
Release 1.0 - Whitepaper
By: Thomas Balkestahl - blog.blksthl.com

References

Plan alternate access mappings (Office SharePoint Server)
http://technet.microsoft.com/en-us/library/cc261814.aspx

KB: Configuring Alternate Access Mappings in SharePoint 2010
http://support.microsoft.com/kb/2624320

Disable the loopback check
http://support.microsoft.com/kb/896861

Self-signed cert (Outstanding post!!)
http://www.sslshopper.com/article-how-to-create-a-self-signed-certificate-in-iis-7.html

Thanks to, for technical and spiritual support:

Mattias Gutke - Enfo Zipper

< Al


http://technet.microsoft.com/en-us/library/cc261814.aspx
http://support.microsoft.com/kb/2624320
http://support.microsoft.com/kb/896861
http://www.sslshopper.com/article-how-to-create-a-self-signed-certificate-in-iis-7.html

